
What is digital security? 
• Security of your DATA 

•  On your computer, mobile, or in the cloud 
•  From theft, loss, deletion… 

 
 

• Privacy of your COMMUNICATIONS 
•  Via email, chat, voice, mobile phone 

•  From eavesdropping, recording, spying… 

• Anonymity of your BROWSING 
•  On social media, the web 

•  From monitoring, surveillance, blocking… 



Assess Your Threats 
Malware, Spyware, Viruses 

 

Burglars & thieves 
 

Stolen & broken passwords 
 

Unprotected networks 
 

Snooping ISPs 
 

Surveilling law enforcement 
 

Weak privacy settings 
 

Careless friends 



THREAT: 
Physical access  

to your hardware and data 



Evaluate your Environment 

Where is your vital data? 
 On your computer? 
  On your phone? 
   In your browser? 
    In your email? 
     In a file cabinet? 

 
Who can access your computer? 

 Mobile phone? 
  Network? 
   Office? 
    Email? 

 
 What if your hardware were seized or stolen? 
 



TrueCrypt 

An electronic safe 

Immediate Encryption 

Hidden Encryption 

Portable   

Open-Source 



 Ccleaner         Eraser 
Permanently deletes 
browser history, cookies & 
other temp files 

Permanently overwrites files 
Runs on a schedule 

InTheClear   

In emergency, one-button wipe of data on mobile phone 
Emergency SMS sent to specified contact 
Supported on Android, Blackberry, Symbian (Nokia) 



Private (Incognito) Browsing 

ß Chrome 

Firefox à 

ß Safari 



Remember! 
Secure confidential data; delete unnecessary data 

 you must know where your data is to keep it safe 
 

Do not leave your phone lying around 
 and secure it with a passcode 

 

Do not store or write down passwords 
 in any program, on your phone, or in your browser 

 

If all else fails… 
 be ready to secure or delete data in an emergency 



THREAT: 
Malware & Spyware  

can undermine digital security 



Prevention 
Do not open email attachments  

 unless you are expecting to receive them 
 

Do not click on links  
 unless you know where they will take you 

 

Do not share USB drives 
 unless they’re “read-only” 

 
Do not install software 

 unless you trust the author 



Free Anti-Virus Programs 
Malwarebytes: One of the best malware scanners. Will find and  
destroy spyware, trackers & bots. Non-proactive version is free. 

AVG AntiVirus: Good antivirus software, totally free. Includes 
malware blocking and removal, and protection against phishing. 

Avast! Antivirus: Recently updated antivirus program. Mac version  
available. With the new version, need to register the software… 

Avira Antivirus: Good antivirus software, totally free. Good at 
detecting & cleaning malware. Phishing protection less effective. 



Remember! 
Scan your system regularly 

 run your antivirus program every two weeks 
 

Update your antivirus program regularly 
 an outdated antivirus program is useless 

 

Be careful with shared computers 
 especially at internet cafés– malware is everywhere! 

 

If you’re infected: get clean! 
 most virus scanners can also clean your system  



THREAT: 
Digital security is only as  
good as the weakest link:  

The password is key! 



Good Passwords: CLIPS 

Complex
Long
Impersonal
Practical
Secret

I was born July 12 1982 in Beirut 
 IwbJ121982iB 

 
Why are you sad today?  

WrU:-(2d? 
 
My wife loves to go dancing 

N@ncyD@ncesEv3ryDay!
 
I left my heart in San Francisco 

myC0razon1s1nSF



Remember! 
Passwords should be unique 

 do not use the same password for everything! 
 

In web café, copy & paste instead of typing passwords  
 a key-logger can expose you! 

 

Never write passwords down 
 use KeePass if you need help keeping track 

 

A strong password has at least 10 characters 
 and includes numbers & symbols 



THREAT: 
Data sent over 

Internet or mobile networks  
is unencrypted 



Online Insecurity 

Internet service 
providers, police, and 
hackers can intercept 
your internet traffic. 
 
If they do, all your 
data is in plain text by 
default. 



HTTPS 
HTTPS encrypts data  

between your computer and the site you’re visiting 

You are still not anonymous!  
IP address & destination are exposed 



Not All Webmail Uses HTTPS 

With Yahoo! Mail or Hotmail, messages can be intercepted 
 

With Gmail, messages are secure from your computer to 
Google servers 

 



HTTPS Everywhere 



Mobile Insecurity 
With mobile phones, it’s even easier to monitor and surveil 
 
 
 
 

Location is tracked 
Voice calls recorded 

SMS messages sent & stored in plain text 
Mobile networks share info with governments 

Cheap equipment captures data wirelessly 
Every message is identified by your phone & SIM 

PHONE CELL TOWER 
OPERATOR 1 OPERATOR 2 

CELL TOWER PHONE 



Mobile Tracking 
 
If your phone is on,  
your location can be tracked. 
 
If your phone is off,  
it can be turned on remotely 
 
Your phone’s microphone  
can be activated to record you  
 
Smartphones are especially  
easy to track and manipulate 



Remember! 
Assume your communications are insecure 

 take precautions to encrypt! 
 

Whenever possible, use HTTPS– especially for email 
 Gmail is much more secure than most alternatives 

 

Remove the battery from your phone for max security 
 a phone with the battery in can record & geo-locate 

 

Do not send sensitive information via mobile phone 
 instead, use pseudonyms and code words 



No such thing  
as 100% security 



Digital security is a  
shared responsibility 




